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Advice to Instructors: Managing Student Data Within Turnitin® UK (A JISC Service) 

Additional Sources to Consult

Academic staff supervising students whose work will be submitted to Turnitin® UK (A JISC Service) (“the service”) should ensure that they have read both the Instructor User Guide and the Student User Guide, both of which are available from http://www.submit.ac.uk/static/popups/user_manuals.html

You should also ensure that you have read and understood Document C: Information for Students (available at www.jiscpas.ac.uk) which outlines to students what will happen to their data and have read Document D: Information for Instructors and Administrators (also available at www.jiscpas.ac.uk) which explains what will happen to your data.  Staff should also be aware of any specific institutional policies regarding data protection and intellectual property rights relevant to the operation of this service.

What is personal data?

Under the Data Protection Act 1998 personal data is defined as ‘data which relates to a living individual who can be identified from that data or from that data and other information which is in the possession of… the data controller’.  Within the Turnitin® UK (A JISC Service) service students will be asked to submit personal data in the form of their name course details, institution, address, email address and telephone number.  Although it appears that the content submitted by students is held anonymously, this is not the case.  There are identifiers within the system that link the content to the student who created it.  However, please note that it is possible for academic staff to upload students’ work to the service anonymously.

Your own personal data (name, institution, address and email address is also added to the service for the purposes outlined in Document D: Information for Instructors and Administrators
Roles and responsibilities

As a supervisor to students who are submitting content to the service you will be given access to their personal data.  This confers several responsibilities to you that you should bear in mind at all times:

Data Security

Student data should be kept secure.  You must take all relevant measures required to ensure that your students’ data is kept secure and that access to it is restricted only to those with a legitimate right to see it in relation to the functioning of this service.  Simple precautions will include password protecting your PC, keeping print-outs from the service in a locked storage area and ensuring that you dispose of any such print-outs in a secure and confidential manner

Disclosure of Student Data to Third Parties

In the event of the service indicating similarity between two or more items of submitted content (i.e. student work), and you use your academic judgement to assert that it is plagiarism, it is likely that you will be contacted by, or will wish to make contact with the appropriate supervisor from the institution(s) from where the ‘matching’ content was submitted.  

During these discussions you must ensure that only the minimum amount of personal data required for the purposes of investigation are disclosed.  In most cases this is likely to be their name, course details and possibly an indication of their home location.  If their home location does need to be disclosed this should only give an indication of the location where they live for the purposes of crosschecking with the other student under suspicion (e.g. East Kent) as opposed to full disclosure of town, street name, number and postcode.  

Under no circumstances should you divulge any other personal data relating to your students which may be in your possession, but to which the student has not given their consent for you to disclose.  You must guard against the accidental disclosure of additional personal data when, in conversation with staff from other institutions, especially in relation to other members of the student’s family (i.e. brothers or sisters who have also been students at one of the institutions under discussion) or former schools or colleges attended by the student.  Should you wish to disclose such personal data it is vital that you obtain prior written consent to do so from the student concerned.  

Providing Data and Information to Students

Students have a right to know what data is held about them and why, and how it is being used.  Should a student approach you informally wishing to know more about the service and how their data is being used you should do your best to answer their questions as fully as you can.  You must, however, be careful not to disclose personal data relating to any other students when answering their questions.

Should they require further details about how the service works you should refer them to the Plagiarism Advisory Service web site (www.jiscpas.ac.uk)

If, however, they wish to know exactly what data is held on them and why, you should refer them to The Data Protection Officer at HEFCE, Northavon House, Coldharbour Lane, Bristol, BS16 1QD.  Further details are available from: http://www.hefce.ac.uk/aboutus/cop/howdo/dpa/subjproc.htm#form 

It is also possible that your institution may also be holding data about the student concerned in relation to Turnitin® UK (A JISC Service).  This may be a print out of results received from the service or may include notes made during an investigation into suspected plagiarism.  As the data controller for this data it is your institution’s responsibility to ensure that the student receives all the data they are entitled to when issuing such a ‘subject access request’ as defined by the Data Protection Act 1998. 
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